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1
Decision/action requested

It tries to define the scope of virtualized network product SECAM.
2
References

[1] 3GPP TR 33.916 Security Assurance Methodology (SCAS) for 3GPP network products

[2] 3GPP TR 33.818 Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3
Rationale

It is agreed to trigger SECAM and SCAS documents for virtuliazed network product. 

It tries to define the scope of virtualized network product SECAM scope. Based on the conclusion part of [2], it will keep same scope as physical based network product, in addition to indicate specific content for GVNP.

4
Detailed proposal

----------------------------------------Begin of Change-------------------------------------------

1
Scope

The present document defines the complete Security Assurance Methodology (SECAM) evaluation process (evaluation, relation to SECAM Accreditation Body, roles, etc.) as well as the components of SECAM that are intended to provide the expected security assurance for virtualized network product. It will thus describe the general scheme providing an overview of the entire scheme and explaining how to create and apply the Security Assurance Specifications (SCASs). It will detail the different evaluation tasks (vendor network product development and network product lifecycle management process assessment, Security Compliance Testing, Basic Vulnerability Testing and Enhanced Vulnerability Analysis) and the different actors involved. Enhanced Vulnerability Analysis is outside the scope of the present release of SECAM. The present document will help all involved parties to have a clear understanding of the overall process and the covered threats.

In another aspect, compared to [1], present document shows specific methodology to virtualized network product in addition.
--------------------------------------End of Change------------------------------------------------

